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PART I:
An Introduction to Trustworthy Machine 

Reasoning with Foundation Models
Bo Han (HKBU / RIKEN)



What is Foundation Model Reasoning?

direct output reason before outputting

reasoning thoughts
(to obtain an answer)

Chain-of-Thought Prompting Elicits Reasoning in Large Language Models. In NeurIPS, 2023. 10



What is Foundation Model Reasoning?

An example of FM reasoning to solve a quadratic equation

Image source: https://www.ibm.com/think/topics/chain-of-thoughts 11

https://www.ibm.com/think/topics/chain-of-thoughts


What is Foundation Model Reasoning?

An example of FM reasoning to solve a quadratic equation

Image source: https://www.ibm.com/think/topics/chain-of-thoughts 12

https://www.ibm.com/think/topics/chain-of-thoughts


What is Foundation Model Reasoning?
What if the input problem becomes more complex? 

Use the numbers 4, 9, 10, and 13 to obtain exactly 24. 
You must use each number exactly once, and you can use basic 
arithmetic operations (+, -, *, /) and parentheses.

Let's try starting with the largest numbers.

1. 13 + 10 = 23.
2. Now I have 23, and the remaining numbers are 4 and 9.
3. To get 24, I need to add 1. Can I make 1 from 9 and 4?
4. 9 - 4 = 5. No. 9 / 4 = 2.25. No.
5. So, starting with 13 + 10 is a dead end

I have tried the most logical combinations, but none of them result in 24. 
It is likely not possible to solve this with these specific numbers.

13

a “simple” problem
(solve a quadratic equation)

a “complex” problem 
(solve the game of 24)



What is Foundation Model Reasoning?
What if the input problem becomes more complex? 
→ Instruct the model to do deeper and wider reasoning

Search solutions at test time

Tree of Thoughts: Deliberate Problem Solving with Large Language Models. In NeurIPS, 2023. 14

Incorrect thoughts

Correct thoughts



What is Foundation Model Reasoning?
What if the input problem becomes more complex? 
→ Instruct the model to do deeper and wider reasoning

Evolve solutions at test time

ShinkaEvolve: Towards Open-Ended and Sample-Efficient Program Evolution. Arxiv preprint, 2025. 15



Questions 

● How powerful is foundation model reasoning?
● How trustworthy is foundation model reasoning?
● How are the developing trends of foundation model reasoning?

16



How Powerful is Foundation Model Reasoning?

[1] Solving olympiad geometry without human demonstrations. In Nature, 2024.
[2] Olympiad-level formal mathematical reasoning with reinforcement learning. In Nature, 2025.

AlphaGeometry [1] discovers a more general 
theorem than the translated IMO 2004 P1

AlphaProof [2] achieves silver-medal 
level in solving IMO problems

Mathematics

17



How Powerful is Foundation Model Reasoning?

[1] AlphaEvolve: A coding agent for scientific and algorithmic discovery. Arxiv preprint, 2025.

AlphaEvolve [1] discovers new SOTA 
algorithms in math and computer science

AlphaEvolve [1] evolves the code via 
iterative refinement with system feedback

Coding 

18



The Surge of Research on Reasoning
This growth of research on reasoning is accelerated by several historical moments:

● Chain-of-Thought (CoT) [1] in 2022 paper
● ChatGPT [2] in 2022
● Group Relative Policy Optimization (GRPO) [3] in 2024
● DeepSeek R1 [4] in 2025

[1] Chain-of-Thought Prompting Elicits Reasoning in Large Language Models. In NeurIPS, 2023.
[2] https://openai.com/index/chatgpt/ 
[3] DeepSeekMath: Pushing the Limits of Mathematical Reasoning in Open Language Models. Arxiv Preprint, 2024.
[4] DeepSeek-R1: Incentivizing Reasoning Capability in LLMs via Reinforcement Learning. In Nature, 2025. 
[5] A Survey of Frontiers in LLM Reasoning: Inference Scaling, Learning to Reason, and Agentic Systems. In TMLR, 2025. 19

[5]

https://openai.com/index/chatgpt/


How Trustworthy is Foundation Model Reasoning?

20

What if the input is imperfect? 

What if the thoughts are not reliable? 

What if the output is harmful? 



How Trustworthy is Foundation Model Reasoning?

FM Reasoning can be distracted and misguided 
by the noisy information in its input (prompt)

Large Language Models Can Be Easily Distracted by Irrelevant Context. In ICML, 2023.
Can Language Models Perform Robust Reasoning in Chain-of-thought Prompting with Noisy Rationales? In NeurIPS, 2024.

perfect input? 

21

noisy 
information

noisy 
information



How Trustworthy is Foundation Model Reasoning?

FM Reasoning can contain hallucination and lies in its thoughts
while the lengthy thoughts are hard to analyze or interpret

reliable  
thoughts? 

[1] Are Reasoning Models More Prone to Hallucination? Arxiv Preprint, 2025.
[2] Can LLMs Lie? Investigation beyond Hallucination. Arxiv Preprint, 2025. 22

Hallucination from thought-answer mismatch [1] Lies from reasoning [2]



How Trustworthy is Foundation Model Reasoning?

GPTFUZZER: Red Teaming Large Language Models with Auto-Generated Jailbreak Prompts. In USENIX Security, 2024.

FM Reasoning can “jailbreak” and generate unsafe output 
induced by adversarial promptssafe output? 

23



Trustworthy Machine Reasoning with Foundation Models
Powerful to solve complex tasks and 

accelerate scientific discovery
Robust to noisy inputs and perturbations 

and avoid being distracted or misled

Safe to reject adversarial attacks and        
avoid generating harmful content

Kosmos: An AI Scientist for Autonomous Discovery. Arxiv preprint, 2025.
The Art of Defending: A Systematic Evaluation and Analysis of LLM Defense Strategies on Safety and Over-Defensiveness. In ACL, 2024.
Landscape of Thoughts: Visualizing the Reasoning Process of Large Language Models. Arxiv preprint, 2025.

Interpretable to its reasoning process 
and avoid hallucination or lies

24



The Research Scope of Trustworthy Machine Reasoning

Reasoning Techniques
● Prompting
● Test-time scaling/evolution
● RL/SFT post-training
● Tool-augmented reasoning
● Multi-agent reasoning
● Multi-modal reasoning

Trustworthy Issues
● Powerful reasoning
● Robust reasoning
● Safe reasoning
● Interpretable reasoning

Applications
● Mathematics
● Code & verification
● Multi-modality
● Healthcare
● Scientific discovery

LLM Post-Training: A Deep Dive into Reasoning Large Language Models. Arxiv preprint, 2025.
Trustworthy llms: a survey and guideline for evaluating large language models' alignment. Arxiv preprint, 2025.
Augmenting large language models with chemistry tools. In Nature Machine Intelligence, 2025. 25



Post-training Methods: Fine-tune model parameters to 
improve reasoning capabilities

● Supervised Fine-tuning (SFT): Using curated datasets 
(input-output) to instill reasoning ability, e.g., s1 [1]

● Reinforcement Learning (RL): Construct reward functions 
to incentivize models’ reasoning ability, e.g., GRPO [2]

Trend 1: From Training-free to Training-based Methods

Training-free Methods: Elicit reasoning behavior by 
prompting or searching, all without training

● Chain-of-Thought (CoT)
● Tree-of-Thought (ToT)
● Monte Carlo Tree Search (MCTS)

[1] s1: Simple test-time scaling. In EMNLP, 2025.
[2] DeepSeekMath: Pushing the Limits of Mathematical Reasoning in Open Language Models. Arxiv Preprint, 2024.
Image source: Tree of Thoughts: Deliberate Problem Solving with Large Language Models. In NeurIPS, 2023.
Image source: https://gradientflow.com/post-training-rft-sft-rlhf/

Training-free Methods Training-based Methods

SFT

RL

26
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From Passive to Active Reasoning: Can Large Language Models Ask the Right Questions under Incomplete Information? In ICML, 2025.
SELF-REFINE: Iterative Refinement with Self-Feedback. In NeurIPS, 2023.
Understanding DeepResearch via Reports. Arxiv preprint, 2025.

Trend 2: From Passive to Active Reasoning Paradigms

Passive Reasoning: Models solve problems using 
only the information provided in the input prompt

● answer users’ question as a chatbot
● cannot access to the external world

Active Reasoning: Models interact with external 
sources (e.g., environments, tools, humans)

● upgrade chatbots to digital automation
● solve real-world problems and make value

Passive Reasoning Active Reasoning

27



Trend 3: From Reasoning Models to Reasoning Systems

Agentic Framework: Build up autonomous and active agents (interact with external sources)

Self-Evolving: Repeat "think, act, verify" loops to refine solutions (possibly with memory)

Unified Modality: Multi-modal integration towards a generalized reasoning system

Reasoning Models Reasoning Systems
[1] OctoTools: An Agentic Framework with Extensible Tools for Complex Reasoning. Arxiv preprint, 2025.
[2] SciMaster: Towards General-Purpose Scientific AI Agents. Arxiv preprint, 2025.
[3] AlphaApollo: Orchestrating Foundation Models and Professional Tools into a Self-Evolving System for Deep Agentic Reasoning. Arxiv preprint, 2025.
[4] Group-in-Group Policy Optimization for LLM Agent Training. In NeurIPS, 2025.
[5] A Definition of AGI. Arxiv preprint, 2025.

OctoTools [1]

AlphaApollo [3]

SciMaster [2]

Verl-agent [4]

28
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AlphaApollo: Highlight of Reasoning Systems

Apollo Program (1960s): How do humans solve complex problems?

Inspiration from Apollo Program: By setting a clear goal, concentrating talent and resources, 
and fostering systematic collaboration underpinned by shared confidence and organizational 

support, it becomes possible to accomplish tasks once thought impossible

AlphaApollo: Orchestrating Foundation Models and Professional Tools into a Self-Evolving System for Deep Agentic Reasoning. Arxiv preprint, 2025. 29



AlphaApollo

AlphaApollo: Orchestrating Foundation Models and Professional Tools into a 
Self-Evolving System for Deep Agentic Reasoning

AlphaApollo: Orchestrating Foundation Models and Professional Tools into a Self-Evolving System for Deep Agentic Reasoning. Arxiv preprint, 2025. 30



AlphaApollo

Unlike conventional "single-model" or "multi-model" reasoning, AlphaApollo operates as an 
agentic system, integrating useful tools such as Python and Search in reasoning

Note: In Tutorial Parts II and III, we have a detailed introduction to AlphaApollo
31



● Part I: An Introduction to Trustworthy Machine Reasoning with 
Foundation Models (Bo Han, 30 mins)

● Part II: Techniques of Trustworthy Machine Reasoning with 
Foundation Models (Zhanke Zhou, 50 mins)

● Part III: Techniques of Trustworthy Machine Reasoning with 
Foundation Agents (Chentao Cao, 50 mins)

● Part IV: Applications of Trustworthy Machine Reasoning with AI 
Coding Agents (Brando Miranda, 50 mins)

● Part V: Closing Remarks (Zhanke Zhou, 10 mins)
● QA (10 mins)

The Structure of the Tutorial



PART II:
Techniques of Trustworthy Machine 
Reasoning with Foundation Models

Zhanke Zhou (HKBU)



Outline of Part II

Techniques of Trustworthy Machine Reasoning with Foundation Models

● Prompting Methods
● Test-time Scaling Methods
● Post-training Methods
● AlphaApollo: Highlight of Reasoning Systems



Outline of Part II

Techniques of Trustworthy Machine Reasoning with Foundation Models

● Prompting Methods
● Test-time Scaling Methods
● Post-training Methods
● AlphaApollo: Highlight of Reasoning Systems



What is Prompting?
Constructs prompted input to guide the model to generate the desired response

Prompted 
Input

Model

Desired 
Response

Model

Undesired
Response

Raw 
Input

w promptw/o prompt 36



What is Prompting?
Constructs prompted input to guide the model to generate the desired response

Incorrect

Prompted 
Input

Model

Desired 
Response

Model

Undesired
Response

Raw 
Input

w promptw/o prompt

Q: There were 10 friends playing a 
video game online when 7 players 
quit. If each player left had 8 lives, 
how many lives did they have total?

A: The answer is

(Output) 80.  ×

Incorrect

Q: There were 10 friends playing a 
video game online when 7 players 
quit. If each player left had 8 lives, 
how many lives did they have total?

A: Let’s think step by step.

(Output) There were 10 friends playing a 
video game online. This means that, at 
the start, there were 10 × 8 = 80 lives in 
total. Then, 7 players quit. This means 
that 7 × 8 = 56 lives were lost. Therefore, 
the total number of lives remaining is 80 − 
56 = 24. The answer is 24.  √ 

Incorrect Correct

37



Few-shot Prompting enable LLMs to learn from a few examples without fine-tuning

Question-1: In base-9, what is 86+57? Answer-1: 154.
Question-2: In base-9, what is 63+34? Answer-2: 107.
Question-3: In base-9, what is 31+58? Answer-3: 100.

Question: In base-9, what is 62+58? 

Few-shot input with three examples

Question: In base-9, what is 62+58?

Zero-shot input

Few-shot Prompting

Language models are few-shot learners. In NeurIPS, 2020. 38



Chain-of-thought (CoT) prompting includes rationales to boost model reasoning
• A rationale: Sequential reasoning thoughts to solve a problem

Question-1: In base-9, what is 86+57? Answer-1: 154.
Question-2: In base-9, what is 63+34? Answer-2: 107.

Question-3: In base-9, what is 31+58? Answer-3: 100.
Question: In base-9, what is 62+58? 

Input with three examples

Question-1: In base-9, what is 86+57?
Rationale-1: In base-9, the digits are “012345678”. We have 6 + 7 = 13 in base-10. 
Since we‘re in base-9, that exceeds the maximum value of 8 for a single digit. 13 mod 
9 = 4, so the digit is 4 and the carry is 1. We have 8 + 5 + 1 = 14 in base 10. 14 mod 9 = 
5, so the digit is 5 and  the carry is 1. A leading digit 1. So the answer is 154.
Answer-1: 154.
…Q2, R2, A2, Q3, R3, A3 …
Question : In base-9, what is 62+58? 

Input with three examples and rationales

Chain-of-thought Prompting
Few-shot Prompting enable LLMs to learn from a few examples without fine-tuning

Question: In base-9, what is 62+58?

Zero-shot input

Question-1: In base-9, what is 86+57? Answer-1: 154.
Question-2: In base-9, what is 63+34? Answer-2: 107.
Question-3: In base-9, what is 31+58? Answer-3: 100.

Question: In base-9, what is 62+58? 

Few-shot input with three examples

Chain-of-Thought Prompting Elicits Reasoning in Large Language Models. In NeurIPS, 2022. 39



“Good” Prompts or “Bad” Prompts

● What if the prompt contains adversarial information? 🤔
● What if the prompt contains noisy information? 🤔
● What if the prompt contains only partial information? 🤔



Adversarial Prompting

Jailbroken: How Does LLM Safety Training Fail? In NeurIPS, 2023.

● Competing objectives: Leverage LLM’s instruction-following ability
● Mismatched generalization: Using input formats that safety training doesn't cover

GPT-4/Claude v1.3 refuse a direct prompt for harmful output but accept a jailbreak prompt

41



Adversarial Prompting

Such nested instructions mimics the Milgram Experiment 
that forces an “agent” to generate harmful outputs

DeepInception: Hypnotize Large Language Model to Be Jailbreaker. Arxiv Preprint, 2024.

DeepInception shows that nested instructions can easily bypass safety guards

42



The noisy rationales in CoT prompting significantly degrade GPT-3.5’s accuracy

Large Language Models Can Be Easily Distracted by Irrelevant Context. In ICML, 2023.
Can Language Models Perform Robust Reasoning in Chain-of-thought Prompting with Noisy Rationales? In NeurIPS, 2024.

Noisy Prompting

Questions and rationales containing noisy information can mislead the reasoning

43



Information-incomplete Prompting

Travel Planner

Healthcare

budget?
preferences?

time?
              …  

symptoms?
history?

examination?
              …  

What if the initially provided information is incomplete? 

The model has to actively interact with external sources to seek more information

From passive to active reasoning: Can large language models ask the right questions under incomplete information? In ICML, 2025. 44



Information-incomplete Prompting

From passive to active reasoning: Can large language models ask the right questions under incomplete information? In ICML, 2025.

AR-Bench finds a significant performance gap between LLMs and humans in active reasoning

45



Outline of Part II

Techniques of Trustworthy Machine Reasoning with Foundation Models

● Prompting Methods
● Test-time Scaling Methods
● Post-training Methods
● AlphaApollo: Highlight of Reasoning Systems



What is Test-time Scaling?
Test-time scaling spend more compute to search for a better answer (to a harder problem)

Parallel Scaling Sequential ScalingInput-Output Prompting

Scaling over Scaling: Exploring Test-Time Scaling Plateau in Large Reasoning Models. Arxiv Preprint, 2025. 47



Representative Test-time Scaling Methods

Self-Consistency Improves Chain of Thought Reasoning in Language Models. In ICLR, 2023.
Tree of Thoughts: Deliberate Problem Solving with Large Language Models. In NeurIPS, 2023.

● CoT-SC samples multiple paths and selects the most consistent answer
● ToT explores a tree of diverse thoughts through BFS/DFS

Complex tasks typically admit multiple reasoning paths that reach an answer

48



How to Understand the LLM Reasoning Easier?
Can we analyze or understand the different methods via visualizations (like tSNE)?

Landscape of thoughts (LoT) observes that
● CoT converges faster and more stably 
● ToT explores more areas and converges slower

Landscape of Thoughts: Visualizing the Reasoning Process of Large Language Models. Arxiv preprint, 2025.

CoT ToT



Test-time Scaling with Self-feedback

Iteratively get feedback and refine output until a stopping condition is met

SELF-REFINE: Iterative Refinement with Self-Feedback. In NeurIPS, 2023.

An approach for improving initial outputs from LLMs through iterative feedback and refinement

50



Test-time Scaling with External Feedback

AlphaEvolve improves code quality through LLM-driven edits and feedback from evaluators

AlphaEvolve: A coding agent for scientific and algorithmic discovery. Arxiv Preprint. 2025.

Open Problems

51



Contrastive denoising with noisy chain-of-thought prompting (CD-CoT)

● Steps 1&2: Rephrasing and selecting rationales for explicit denoising
● Steps 3&4: Exploring diverse reasoning paths and voting on answers

Can Language Models Perform Robust Reasoning in Chain-of-thought Prompting with Noisy Rationales? In NeurIPS, 2024.

Test-time Scaling against Noisy Rationales

52



Test-time Scaling against Jailbreaking Attacks

SmoothLLM: Defending Large Language Models Against Jailbreaking Attacks. In TMLR, 2025.

A perturbation step, wherein N copies of the input are perturbed, and an aggregation 
step, wherein the outputs corresponding to the copies are aggregated

Adversarial prompts are brittle to character-level perturbations

53



Outline of Part II

Techniques of Trustworthy Machine Reasoning with Foundation Models

● Prompting Methods
● Test-time Scaling Methods
● Post-training Methods
● AlphaApollo: Highlight of Reasoning Systems



What is Post-training (Fine-tuning)?

Image source: https://learn.deeplearning.ai/courses/post-training-of-llms/lesson/ynmgf/introduction-to-post-training 

Post-training is the phase after pre-training, where it undergoes additional (and specialized) 
training to improve performance, behavior, safety, or task-specific capabilities

55
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What is Post-training (Fine-tuning)?

DeepSeek-V3 Technical Report. Arxiv Preprint, 2025.

Post-training is less expensive than pre-training and context extension!

step 1     →      step 2      →       step 3

56



Post-training Methods | Supervised Fine-Tuning (SFT)

Training language models to follow instructions with human feedback. In NeurIPS, 2022. 

SFT minimizes token-level prediction loss on question-output pairs to imitate behaviors

57



Post-training Methods | Proximal Policy Optimization (PPO)

PPO maximizes a reward signal from the reward model and a learned value model, 
while minimizing deviations from a reference policy to produce preferred responses

Proximal Policy Optimization Algorithms. Arxiv Preprint, 2017. 58



Post-training Methods | Group Relative Policy Optimization (GRPO)

DeepSeekMath: Pushing the Limits of Mathematical Reasoning in Open Language Models. Arxiv Preprint, 2024. 

GRPO simplifies PPO by removing the value model and directly optimizing on group-level 
advantages on multiple responses while staying close to the reference policy

59



Post-training against Adversarial Prompts

Reasoned Safety Alignment: Ensuring Jailbreak Defense via Answer-Then-Check. Arxiv Preprint, 2025.

Answer-Then-Check: SFT on the reasoning trajectories of judging the outputs (safe or not)

60



Post-training to Mitigate Privacy Risks

MUSE: Machine Unlearning Six-Way Evaluation for Language Models. In ICLR, 2025.

Unlearning eliminates sensitive or illegal data while leaving unrelated information unaffected

Materials include private 
and copyrighted content

Note: Please check the tutorial on machine unlearning: 
(TH19) When AI “Forgets” for Good: The Science and Practice of Machine Unlearning for AI Safety — Progress, Pitfalls, and Prospects

61



But is Post-training Good Enough?

Post-training (RL/SFT)

base model post-trained model

62Images source from OpenAI



But is Post-training Good Enough?

Post-training (RL/SFT)

base model post-trained model

Any emergent abilities? 
● cognitive behaviors
● rely on a strong prior

Can it solve complex problems? 
● often fails to evolve solutions
● often fails to collaborate with 

human or other models

63Images source from OpenAI



But is Post-training Good Enough?

Images source from OpenAI

Post-training Post-training

What we expect: What we actually do:

64
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How can we push the frontier of FM reasoning
as university researchers?

The Ultimate Question (Perhaps)



How can we push the frontier of FM reasoning
as university researchers?

⇒ To build a reasoning system           __
■ integrate different foundation models
■ utilize resources for calculation or information
■ solve complex scientific problems
■ discover new knowledge (ultimately) 

66

The Ultimate Question (Perhaps)



Outline of Part II

Techniques of Trustworthy Machine Reasoning with Foundation Models

● Prompting Methods
● Test-time Scaling Methods
● Post-training Methods
● AlphaApollo: Highlight of Reasoning Systems



AlphaApollo
Orchestrating Foundation Models and Professional Tools into a Self-Evolving System for Deep Agentic Reasoning

68



AlphaApollo

Tool-use
ModelsCompanies Base

Models
Optimal

Solutions

Post-training (RL/SFT)

External Tools

Self-evolve

Tool-augmented Post-training
for obtaining new capabilities

Tool-augmented Evolution
for applying the capabilities

in solving challenging problems

(agents)
(until optimal)

(for challenging problems)

69AlphaApollo: Orchestrating Foundation Models and Professional Tools into a Self-Evolving System for Deep Agentic Reasoning. Arxiv preprint, 2025.



AlphaApollo | Towards Deep Agentic Reasoning

problem solution 1
model

tool use
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AlphaApollo | Towards Deep Agentic Reasoning

problem solution 1 evaluation 1
model

tool use

model

tool use
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AlphaApollo | Towards Deep Agentic Reasoning

problem solution 1 evaluation 1
model

tool use

model

tool use

solution 2 evaluation 2
model

tool use

improve     tool use
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AlphaApollo | Towards Deep Agentic Reasoning

problem solution 1 evaluation 1
model

tool use

model

tool use

solution 2 evaluation 2
model

tool use

solution n evaluation n
model

tool use

… 

final
solution

improve     tool use

improve     tool use

improve     tool use
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AlphaApollo | Towards Deep Agentic Reasoning

problem solution 1 evaluation 1
model

tool use

model

tool use

solution 2 evaluation 2
model

tool use

solution n evaluation n
model

tool use

… 

final
solution

improve     tool use

improve     tool use

improve     tool use

Feature 1. Agentic 
Reasoning with Tools

74



Feature 2. Agentic 
Learning with RL/SFT

AlphaApollo | Towards Deep Agentic Reasoning

problem solution 1 evaluation 1
model

tool use

model

tool use

solution 2 evaluation 2
model
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Agentic Reasoning (multi-turn interaction between model and environment)

● Given the prompt, the model generate output (contains think/tool call/answer tokens)
● The environment parses the output, executes tool, and gives feedback to the model

AlphaApollo Feature 1: Agentic Reasoning with Tools
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AlphaApollo Feature 2: Agentic Learning with RL/SFT

Agentic Learning (multi-turn optimization on the model’s output)

● Incorporates VeRL [1] into a stable, turn-level agentic learning
● Supports multiple algorithms (e.g., PPO/GRPO/SFT) and models (e.g., Qwen and Llama)

78[1] Hybridflow: A flexible and efficient rlhf framework. In EuroSys, 2025.



AlphaApollo Feature 3: Agentic Evolution of Solutions

Agentic Evolution (a test-time mechanism to evolve solutions)

● Operates through a propose-judge-update loop of multi-round evolution
● With Long-term memory to enable long-horizon evolution
● With Parallel (distributed) evolution to support efficient and scalable evolution
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AlphaApollo | Empirical Results

80Note: More details and results can be found in our technical report.

training-free 

training-based 

https://arxiv.org/abs/2510.06261


  Develop Plan of AlphaApollo

81

● Model set: Qwen, llama, DeepSeek, GPT-OSS, etc.
● Inference engine: vLLM, SGLang
● Training engine: verl, ROLL
● Tool set: Python, local search, web search, etc.
● Tool-use interface: Special tokens, MCP (or other protocols)
● Data curation and optimization: SFT with trajectories, RL, prompt opt 
● Training/Testing environments: informal-math datasets, ROCK, etc.
● Evolution & Memory: solution-verification evolution with memory, 

multi-agent evolution with heterogeneous models, system-level evolution
● UI interface: webpage for visualization, software



  The Research Scope of AlphaApollo

Foundation Models
Qwen 2.5/3 (VL),
DeepSeek V3/R1,

GPT-5, Gemini, etc.

Professional Tools
Python packages, 
Search engines,

Physics engines, etc.interactions

Learning: Tool-augmented reasoning
● RL/SFT Post-training 
● Parameter-efficient fine-tuning
● Training-free optimization

Evolving: Reasoning with ultra depth and breadth
● Self-evolving with tool use
● Single-model / multi-model evolving
● Memory supports for long-horizon tasks
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System:
AlphaApollo

Methodology:
design methods and train models

Fundamental:
design fundamental/theoretical principles of machine reasoning

Understanding:
rethink existing methods; construct new benchmarks 

  The Research Scope of AlphaApollo
Application:

AI4Sci, HealthCare, Embodied AI, etc.

Towards Trustworthy 
Reasoning Agents

Deploy Support
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Thank you for listening!

Questions are welcome!

Slides uploaded:

https://trustworthy-machine-reasoning.github.io/ 

https://trustworthy-machine-reasoning.github.io/


● Part I: An Introduction to Trustworthy Machine Reasoning with 
Foundation Models (Bo Han, 30 mins)

● Part II: Techniques of Trustworthy Machine Reasoning with 
Foundation Models (Zhanke Zhou, 50 mins)

● Part III: Techniques of Trustworthy Machine Reasoning with 
Foundation Agents (Chentao Cao, 50 mins)

● Part IV: Applications of Trustworthy Machine Reasoning with AI 
Coding Agents (Brando Miranda, 50 mins)

● Part V: Closing Remarks (Zhanke Zhou, 10 mins)
● QA (10 mins)

The Structure of the Tutorial



PART III:
Techniques of Trustworthy Machine 
Reasoning with Foundation Agents

Chentao Cao (HKBU)



AlphaApollo: A System for Deep Agentic Reasoning
Key features: Agentic Reasoning, Agentic Learning, Agentic Evolution
Website: https://alphaapollo.org
Github: https://github.com/tmlr-group/AlphaApollo
Technical report: https://arxiv.org/abs/2510.06261 
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https://alphaapollo.org
https://github.com/tmlr-group/AlphaApollo
https://arxiv.org/abs/2510.06261


Outline of Part III

Techniques of Trustworthy Machine Reasoning with Foundation Agents

● Tool-augmented Reasoning
● Multi-agent Reasoning
● Multi-modal Reasoning



From Foundation Models to Foundation Agents

Image source from Newsletter.

Foundation models perform text generation well

What is 1+1?

The answer is 2.

Foundation models

92

https://newsletter.maartengrootendorst.com/


From Foundation Models to Foundation Agents

Image source from Newsletter.

Agents extend foundation models to interact with environments 

Foundation models Agents

Observations

Agents combine reasoning, planning, and acting to fulfill tasks
93

https://newsletter.maartengrootendorst.com/


Tool-Augmented Reasoning with Foundation Agents

Image source from Newsletter.

Tool-augmented reasoning allows models to invoke external tools during reasoning
● By incorporating execution results, models can solve more complex problems

Query:
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https://newsletter.maartengrootendorst.com/


Multi-agent Reasoning with Foundation Agents

Image source from Newsletter.

Multi-agent reasoning involves multiple interacting agents working together
● Multiple agents complement each other to solve complex problems
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https://newsletter.maartengrootendorst.com/


Multi-modal Reasoning with Foundation Agents

Image source from Newsletter.

Multi-modal queryText-only query

Multi-modal reasoning integrates information from modalities such as vision and audio
● Agents reason over multi-modal input in realistic environments

MLLM
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https://newsletter.maartengrootendorst.com/


Representative Agentic Reasoning Frameworks

ReAct: Synergizing Reasoning and Acting in Language Models. In ICLR, 2023. Image source from Google AI blogpost

ReAct establishes the paradigm of agentic reasoning, where models interleave thinking 
and acting in an explicit reasoning-action loop

Actions lead to observation feedback from an external environment
Reasoning traces update context to support future reasoning and acting
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https://research.google/blog/react-synergizing-reasoning-and-acting-in-language-models/


Representative Agentic Reasoning Frameworks

OctoTools: An Agentic Framework with Extensible Tools for Complex Reasoning. ArXiv Preprint, 2025. 

Tool-augmented reasoning
Multi-agent reasoningMulti-turn interaction

Multi-modal reasoning

Combining all three within explicit reasoning loops enables tackling complex tasks
Modular design (tool cards, planner, executor) allows flexible composition and extension

OctoTools integrates tool-augmented, multi-agent, and multi-modal reasoning within an 
explicit reasoning-action loop
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Outline of Part III

Techniques of Trustworthy Machine Reasoning with Foundation Agents

● Tool-augmented Reasoning
○ Introduction
○ Representative Methods
○ Trustworthy Challenges in Tool-augmented Reasoning

● Multi-agent Reasoning
● Multi-modal Reasoning



Question

Why Tool-Augmented Reasoning?

AutoTool: Dynamic Tool Selection and Integration for Agentic Reasoning. ArXiv Preprint, 2025.

Question

External tools enable precise computation, up-to-date information, and external capabilities

Wrong answer

Python Code Tool

Right answer

LLM
LLM Agent

Unreliable 
calculation

Reasoning without external feedback is limited to internal knowledge

Reliable calculation
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Pipeline of Tool-augmented Reasoning

Observations from tools reshape 
the reasoning trajectory.Multiple turns reasoning with observations 

Task
Planning

Tool 
Selection

Tool 
Calling

Answer 
Generation

Action: invoking external tools

Tool-augmented reasoning typically follows a planning-action-observation workflow

Break down problem
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A Closer Look at Tool-Augmented Reasoning: Planning

Understanding the planning of LLM agents: A survey. ArXiv Preprint, 2024.

Planning bridges the gap between high-level intent and executable actions
Good planning is essential to effective tool-augmented reasoning

Find the average house price in 
Singapore in 2025 retrieve recent data

clean and filter

compute statistics

Planning decomposes high-level goals into coherent sub-problems and dependencies
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A Closer Look at Tool-Augmented Reasoning: Interface

Example sourced from Model Context Protocol

A tool interface usually includes the tool name and 
description, input schema, and output schema

LLM Agent

Tool 1

Tool 2

Tool n

Selection

Interface provides structured descriptions that guide tool selection and tool call
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https://modelcontextprotocol.io/docs/getting-started/intro


A Closer Look at Tool-Augmented Reasoning: Tool Set

Tools Description

Computation Tools Perform precise calculations, simulations, or code execution for math reasoning.

Retrieval Tools Access external knowledge sources to obtain relevant or up-to-date information.

Search Tools Explore large or unstructured information spaces to locate useful evidence.

Execution Tools Execute actions such as running programs, APIs, or system commands.

Verification Tools Check correctness, consistency, or validity of intermediate or final results.

Interaction Tools Enable communication with users, agents, or external systems.

… …

Tool diversity shapes the scope of agent capabilities

Tools can be categorized by the roles they play in the reasoning-action-observation loop
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Example: Code Interpreter Tools

Executable Code Actions Elicit Better LLM Agents. In ICML, 2024.

Question

Reasoning

Tool call (Action)

Obseravation

Continues reasoning
Reasoning with code execution achieves 
better performance over other baselines.

Code execution tools provide precise, verifiable results that reshape the reasoning trajectory

Agent reasons about what to compute, then reasons about the calculation results
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Example: Retrieval Tools

Retrieval-Augmented Generation for Large Language Models: A Survey. ArXiv Preprint, 2024.

Agent decides when to retrieve: fetching external knowledge only when needed

Retrieval tools ground reasoning in external evidence and reduce hallucination

Retrieval toolLLM AgentQuery: “How do you 
evaluate the fact that 
OpenAl's CEO...?” Need retrieval?

Retrieval context

Answer

Update query

Yes

No

Chunk 1: “Sam Altman 
Returns to...”
Chunk 2: “The Drama 
Concludes? …”
Chunk 3: “The Personnel 
Turmoil at…"
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Case study: Tool Invocation in AlphaApollo
Question: Ground Truth: 321 

Think1: … We will use Python to 
handle the computation accurately. 

Action1: <python_code>...</python_code> 

Feedback1: Code execution 
timed out after 30 seconds

Think2: … direct computation might 
be cumbersome without specific tools. 

Action2: <local_rag>
Query about calculating the product 
with roots of unity </local_rag> 

Feedback2: To calculate the product 
of terms involving roots of unity, you 
can use the `prod` function from 
SymPy along with the `roots` 
function to find the roots of unity. 
Here's a concise example: … 

Think3: … Let's compute this using 
SymPy. 

Action3: <python_code>...</python_code> 

Feedback3: 321
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Dataset: AIME 2024
Model: Qwen2.5-14B-Instruct



Representative Methods: ToRA
ToRA learns tool-augmented reasoning from high-quality reasoning-action trajectories

● Code interpreter tool

ToRA: A Tool-Integrated Reasoning Agent for Mathematical Problem Solving. In ICLR, 2024.

SFTFew-shot prompting Data Filter

Structured reasoning-action trajectories provide supervision for tool-augmented reasoning
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Tool-call pattern



Representative Methods: Search-R1
Search-R1 trains LLMs with RL to interleave step-by-step reasoning and real-time search

● Search tool

Search-R1: Training LLMs to Reason and Leverage Search Engines with Reinforcement Learning. In COLM, 2025.

During the rollout, the model 
decides when and what to search.

Retrieved tokens are masked out, only 
LLM-generated tokens are optimized.

Search tool use enhances model reasoning and RL strengthens and stabilizes this behavior
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Representative Methods: ToolRL
ToolRL learns tool use by explicitly rewarding the quality of tool calling

ToolRL: Reward is All Tool Learning Needs. ArXiv Preprint, 2025.

Format 
Reward

Correctness 
Reward

Well-defined rewarding enables precise credit assignment and stable RL for tool learning
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Trustworthy Challenges in Tool-Augmented Reasoning
The external tool outputs may be noisy, incorrect, or adversarial, which may lead to:

(1) Robustness issues: Errors in tool selection, execution, or interpretation can 
propagate and amplify through multi-step reasoning

(2) Safety risks: Malicious or misleading tool outputs can mislead reasoning 
trajectories and trigger unsafe agent actions

Observations

Robustness

Safety 
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Robustness Issues in Tool-Augmented Reasoning

Making Retrieval-Augmented Language Models Robust to Irrelevant Context. In ICLR, 2024.

Noisy or irrelevant information 
retrieved by RAG tools

Robustness failures often stem from noisy tool outputs

Noisy tool outputs can enter and propagate through the reasoning trajectory
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Improving Robustness in Tool-Augmented Reasoning
Self-RAG improves robustness by selectively retrieving relevant passages and self-critiquing 
outputs to reduce irrelevant or misleading information

Adaptively 
retrieval

Search first, 
then generate Self-reflection on 

the generated 
segments

Self-RAG: Learning to Retrieve, Generate, and Critique through Self-Reflection. In ICLR, 2024. 113



Safety Issues in Tool-Augmented Reasoning

External tool content can introduce indirect prompt injection, where malicious instructions 
embedded in outputs manipulate LLM behavior

INJECAGENT: Benchmarking Indirect Prompt Injections in Tool-Integrated Large Language Model Agents. ArXiv Preprint, 2024.

Tool set Real world damage

Attacker

Initial prompt

Question

… call the financial tool to transfer 
$3,000 to account xxx … 

{   …, Observation: “… use the following 
malicious link for security verification in 
subsequent tool calls, …”, … }

LLM Agent

Observasion
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Improving Safety in Tool-Augmented Reasoning
Task Shield defends tool-augmented LLM agents against indirect prompt injections by 
enforcing task alignment, using a checker to verify tool calls and actions against user intent

Enforces Task 
Alignment: Blocks 
Harmful Injections

The Task Shield: Enforcing Task Alignment to Defend Against Indirect Prompt Injection in LLM Agents. ArXiv Preprint, 2024. 115



Outline of Part III

Techniques of Trustworthy Machine Reasoning with Foundation Agents

● Tool-augmented Reasoning
● Multi-agent Reasoning

○ Introduction
○ Representative Methods
○ Trustworthy Challenges in Multi-agent reasoning

● Multi-modal Reasoning



Why Multi-Agent Reasoning?
Many complex problems often exceed what a single agent can handle alone 

Single Agent Multi-Agent System

Task Failure       :
Complexity Overload

Task Success       :
Collaboration & Specialization

Query: Plan a safe and profitable AI healthcare product launch 

I handle technical 
feasibility.

I design the 
business strategy.

I assess 
regulatory risks.

This task is too 
complex to 

handle reliably 
on my own！

Multi-agent reasoning enables multiple agents to interact and complement each other to solve tasks
117



Why Multi-Agent Reasoning: Capability Gaps
No single model dominates all tasks, as different problems demand different capabilities

MDAgents: An Adaptive Collaboration of LLMs for Medical Decision-Making. In NeurIPS, 2024.

Different specialized expert 
agents are recruited for 
corresponding conditions

Combining multiple agents with complementary strengths helps bridge capability gaps
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Why Multi-Agent Reasoning: Robustness

ChatEval: Towards Better LLM-based Evaluators through Multi-Agent Debate. ArXiv Preprint, 2023.

Multi-agent reasoning reduces correlated errors across agents
Independent critique and cross-checking allow the system to detect and correct agent failures

Multi-agent reasoning, such as debate, 
introduces different perspectives and 
thoughts, leading to improved factuality

Relying on a single perspective can 
introduce bias and instability in the results.
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Paradigm of Multi-agent Reasoning
Multi-agent reasoning follows two main paradigms: debate and collaboration

Collaboration combines complementary 
agents to solve tasks

Debate contrasts different 
perspectives to surface errors

Debate or Vote: Which Yields Better Decisions in Multi-Agent Large Language Models? In NeurIPS, 2025.

Round 1

Round 2

A

A

B

B

C

C
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Representative Works of Debate: MAD

Improving Factuality and Reasoning Language Models through Multiagent Debate. In ICML, 2024

In multi-agent debate, agents iteratively debate their reasoning to reach a final answer

Agents receive and condition on other agents’ responses, 
generating new answers based on the shared context.

MAD significantly enhances mathematical and strategic reasoning
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Representative Works of Collaboration: MetaGPT

MetaGPT: Meta Programming for A Multi-Agent Collaborative Framework. In ICLR, 2024.

MetaGPT encodes human workflows into structured multi-agent collaboration. The 
streamlined workflows allows agents to verify intermediate results and reduce errors

The human workflows 
are encoded as prompt 
sequences 

Real-world human 
teams can provide 
external feedback to 
the system

MetaGPT efficiently decomposes complex tasks into subtasks involving many agents working together
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Trustworthy Challenges in Multi-agent Reasoning

Multi-agent reasoning introduces additional trustworthy challenges due to complex agent 
interactions and information exchange, which may lead to:

(1) Robustness issues: Errors or biases from one agent can propagate and amplify across 
the system

(2) Safety risks: Compromised or adversarial agents can manipulate others and trigger 
unsafe behaviors

Error
Propagation

hack

Safety The sun rises in 
the west. Robustness
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Robustness Issues in Multi-agent Reasoning 
Robustness depends on the system’s ability to tolerate individual agent errors 
Failures from one agent can propagate and degrade overall performance

When Disagreements Elicit Robustness: Investigating Self-Repair Capabilities under LLM Multi-Agent Disagreements. ArXiv Preprint, 2025.

In tasks like multi-hop QA with a 
single evidential path, even small 
disagreements can break the 
route to the correct answer

124



Safety Issues in Multi-agent Reasoning
Compromised or malicious agents can manipulate others, leading to unsafe outcomes

Flooding Spread of Manipulated Knowledge in LLM-Based Multi-Agent Communities. ArXiv Preprint, 2024.

Pre-deployment manipulation can 
cause agents to spread false 
information and fail collaboratively
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Mitigating Error Propagation in Multi-agent Reasoning

Monitoring LLM-based Multi-Agent Systems Against Corruptions via Node Evaluation. ArXiv Preprint, 2025.

Score contributions to detect and remove malicious information to stop error propagation

Model multi-agent 
systems as a directed 
acyclic graph

Score each agent's 
contribution via 
backward propagation

Blocking harmful communication between agents can effectively stop error propagation
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Remove edges from 
detected malicious 
agents 



Outline of Part III

Techniques of Trustworthy Machine Reasoning with Foundation Agents

● Tool-augmented Reasoning
● Multi-agent Reasoning
● Multi-modal Reasoning

○ Introduction
○ Representative Methods
○ Trustworthy Challenges in Multi-modal Reasoning



Why Multi-modal Reasoning?
Complex real-world tasks (e.g., Healthcare, Autonomous Driving) demand integrating vision, 
language, speech, and more to achieve human-like understanding and reasoning

MMAU: A Massive Multi-Task Audio Understanding and Reasoning Benchmark. ArXiv Preprint, 2024.
PixelLM: Pixel Reasoning with Large Multimodal Model. In CVPR, 2024.
ScanReason: Empowering 3D Visual Grounding with Reasoning Capabilities. In ECCV, 2024.
Towards Video Thinking Test: A Holistic Benchmark for Advanced Video Reasoning and Understanding. In ICCV, 2025.

Each modality captures unique information that others cannot, reasoning requires their integration
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Audio Image
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Foundation Models for Multi-modal Reasoning

Multi-modal reasoning builds on perception and cross-modal understanding models

Cross-modal representation (e.g., CLIP): 
perception, visual and textual alignment

Vision-language understanding (e.g., LLaVA):
instruction following, visual question answering

These models provide the perception and grounding interfaces for multi-modal reasoning

Learning Transferable Visual Models From Natural Language Supervision. In ICML, 2021.
Visual Instruction Tuning. In NeurIPS, 2023. 129



Foundation Models for Multi-modal Reasoning
Multi-modal reasoning is further enabled by world modeling and unified generative paradigms

Together, these paradigms provide the perception, grounding, 
and simulation capabilities that multi-modal reasoning relies on

World Models (e.g., Genie): 
environment modeling, imagination, 
simulation

Unified Multi-modal Models (e.g., BAGEL):
unified generation and understanding

Genie: Generative Interactive Environments. In ICML, 2024.
Emerging Properties in Unified Multimodal Pretraining. ArXiv Preprint, 2025. 130



Tool 
call

MLLM Agent
(Perception/Grounding)

Multi-modal
input

Multi-modal
Reasoning

Answer

Multi-modal
observation

Yes

No

Need tool call?

Pipeline of Multi-modal Reasoning
Multi-modal reasoning in an interactive perception–reasoning–action loop

Multimodal perception provides diverse signals
Iterative tool use enables dynamic information gathering solving real-world problems
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Representative Methods: SoM
How can we improve visual reasoning by extending prompt engineering to the visual input?

Set-of-Mark Prompting Unleashes Extraordinary Visual Grounding in GPT-4V. ArXiv Preprint, 2023.

Set more accurate positioning to 
improve model performance

Prompting on images complements text prompts by providing explicit visual references

Segment image into regions (via SAM)
Annotations overlaid on imagesText prompt with 

vanilla image only

Ambiguous 
grounding
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Representative Methods: Visual Sketchpad 

How can we extend the chain-of-thought (CoT) to visual CoT?

Visual SKETCHPAD: Sketching as a Visual Chain of Thought for Multimodal Language Models. In NeurIPS, 2024. 

Model draws intermediate 
visual artifacts (lines, marks, 
plots) as reasoning steps

Visual Sketchpad utilizes prompting to enable multimodal reasoning through sketching, 
allowing models to create and interpret visual artifacts as intermediate steps in 
problem-solving.

Visual intermediate steps capture visual relationships that text-based CoT 
cannot express, enabling more effective reasoning on multi-modal tasks

Text-only CoT fails
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Representative Methods: DeepEyeV2

DeepEyesV2 uses a two-stage training pipeline to train agentic multimodal models that 
actively invoke and reason with external tools

DeepEyesV2: Toward Agentic Multimodal Model. ArXiv Preprint. 2025.

Cold-start stage:  build reliable 
tool-use patterns

RL stage: further strengthens 
tool invocation

Tool execution results as the feedback

feedback

Interleaved tool 
invocation during 
reasoning
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Safety Issues in Multi-modal Reasoning

Generalized Out-of-Distribution Detection: A Survey. IJCV, 2024.
Delving into Out-of-Distribution Detection with Vision-Language Representations. In NeurIPS, 2022.

Semantic shift

VLM (e.g., CLIP) All are categorized 
as In-distribution

Real-world inputs include out-of-distribution (semantic shift) cases, misclassifying 
them as in-distribution classes can be dangerous

ID: Known classes (dog, cat, fish) 
OOD: Unknown class (bird)

Model assigns OOD to known 
class with high confidence

Silent failure
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Improving Safety in Multi-modal Reasoning

Generalized Out-of-Distribution Detection: A Survey. IJCV, 2024.
Delving into Out-of-Distribution Detection with Vision-Language Representations. In NeurIPS, 2022.

Semantic shift

VLM (e.g., CLIP)

In-distribution Out-of-distribution

MCM characterizes Out-of-distribution (OOD) uncertainty by the similarity from the visual 
embeddings to the closest textual embeddings of ID classes

MCM score achieves strong 
ID-OOD separability
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ID: high similarity with known class 
OOD: low similarity with known classes



Improving Safety in Multi-modal Reasoning

Envisioning Outlier Exposure by Large Language Models for Out-of-Distribution Detection. In ICML, 2024. 

Does CLIP inherently lack the ability to recognize OOD samples?
Or is it attributable to the usages of these pretrained models?

LLM-generated outlier labels effectively separate ID and OOD distributions
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Robustness Issues in Multi-modal Reasoning

data stream performance 
decreased

A Comprehensive Survey on Test-Time Adaptation under Distribution Shifts. IJCV, 2024.
Generalized Out-of-Distribution Detection: A Survey. IJCV, 2024.

Real-world inputs exhibit domain shifts that degrade pre-trained models

Test-time adaptation (TTA) 
can improve robustness 
and generalization

domain shift semantic shift
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Adapt via unsupervised objectives (e.g., 
entropy minimization) on test data



Improving Robustness in Multi-modal Reasoning

Noisy Test-Time Adaptation in Vision-Language Models. In ICLR, 2025.  

Noisy samples induce misleading gradients during test-time adaptation, causing unstable 
updates and potential model collapse

Robust test-time adaptation requires detecting unreliable samples before updating the model
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Gradients concentrated near 0 Large gradients, overfit to noisy samples
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PART IV:
Applications of Trustworthy Machine 

Reasoning with AI Coding Agents
Brando Miranda (Stanford)



Trustworthy Machine Reasoning with AI Coding Agents

● VeriBench (VB): 
○ Trustworthy code: correct, safe, & applicable to real-world tasks
○ High performance != trustworthy
○ Except in VB benchmark! ;) 

● Theorem Prover (Lean4): 
○ Why: Enhances trustworthiness & scalability 
○ trustworthiness: Lean4 verifies the rules of logic; so verifier oracle! → 100%
○ scalability: efficient reasoning & proof verification compared to natural language

● Trust is Essential: 
○ Lean 4 minimizes the code base we need to trust, 
○ only trust Lean4 (compiler/kernel) is correct, 300 lines of code 
○ ensures rigorous step-by-step reasoning verification/trust

● Evaluating Trust in LLM Judges: 
○ Why LLM judges: we need to make sure the tests & theorems (formal specification) are correct
○ Exploring beyond correlations to human judgments via principles
○ Trustworthy judges must exhibit desired principles: reflexivity & monotonicity (to concerning bugs 

& missing specifications (tests/thsm))  143



Motivation 1: Practical Motivation
AI is now writing the world’s code:

144

41% of all new code is 
machine-generated, agents! 
Cursor/Codex!

(Stability AI, 2024)

63% of pro developers already 
use AI tools 

(Stack Overflow, 2024)

But fast-generated code ≠ trustworthy code

Security Spending shifting DevSecOps 
tooling: $6.3 B (2023) → $45.9 B (2032) 

(24.7% CAGR)

https://www.gitclear.com/ai_assistant_code_quality_2025_research?utm_source=chatgpt.com
https://www.gitclear.com/ai_assistant_code_quality_2025_research?utm_source=chatgpt.com
https://www.globenewswire.com/news-release/2024/07/13/2912688/0/en/DevSecOps-Market-Size-Worth-US-45-93-Billion-by-2032-With-a-CAGR-of-24-7-Due-to-Increased-Demand-for-Secure-Software-Development-Practices-Research-by-SNS-Insider.html


Motivation 1: A Beautiful Mess. We need to Scalable 
Verification. 

reference: Vas on X 145

https://x.com/vasumanmoza/status/1926487201463832863?t=Eb-lVNuafPeMAj2IIZgRow&s=08


Motivation 1: Practical Motivation; Critical Applications

HealthCare: radiology

Risk: testing misses fatal race 
conditions.

Verificaton: High Power  → 
Focused Target, for all timings, 
preventing overdoses. 146

Finance: smart contracts

Risk: "Code is Law"—one bug 
causes instant, multi $$ theft.

Verification: Formal guarantees 
logic is sound before assets 
move.

Avionics & Aerospace:

Risk: An Integer Overflow caused the 
Ariane 5 explosion ($370M loss). Testing 
missed it.

Verification: Lean 4 types (e.g., Fin n) 
make overflows impossible. proving the 
math is safe for every possible velocity.



Motivation 2: What & Why Lean4?

● What is Lean 4?
○ Lean4 := is a full-fledge Programming Language (io, concurrency, everything!)
○ Lean4 := is also a Interactive Theorem Prover

■ Allows you to prove “tests” for infinite sets/generalization (eg ODD)
● ∀ x ∊ Set, Property(x)
● ∀ x : Type, Property x

■ Allows you to prove tests for uncomputable statements
● without computation or search
● Example: ∃ x, P x → Proved it via contradiction 
● no witness x needed to be found!
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Motivation 2: What & Why Lean4?

● What is Lean4? (recall)
○ Lean4 := full-fledge Programming Language + Interactive Theorem Prover

■ Allows you to prove “tests” for infinite sets/types, ∀ x : Type, Property x (1)
■ Allows you to prove tests for uncomputable statements – eg ∃ x, P x → via contradiction (2)

● Why Lean4?
○ Automates trust – verification witi the Lean4 Kernel
○ Lean4 Kernel checks the rules of logic are applied correctly, linear – Easy!
○ Contrast with having to trust the natural language (NL) proofs – Hard! (humans do it :( )
○ Reduces the trusted code base

■ Via only trust Lean4 Kernel is correct
■ infinite set & uncomputable sets via (1) & (2) – python it’s impossible, always has to be 

computable
○ You can prove Reimean hypothesis Level theorems & be 100% certain the proof is correct!
○ If you have “Google’s code base” & have a final theorem for it, you can be certain it’s correct!
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Related Work

Today’s benchmarks still lack:

They lack real-world code that people want verified (Galois 2025)

● Instead have “textbook” or synthetic exercises (FVAPPS 2025)
● Lack security code: buffer overflows, etc.
● Only have single-shot evals no agentic feedback (Verina 2025)
● Only evaluates ability to write proofs: not to fully verify code (FM-Bench 2025)
● All Lack Real Code: VeriBench includes real code from Python Standard Library

We need models to fix real vulnerabilities iteratively

We need models to generate the trust itself

→ The Formal Specifications of correctness (= test + theorems)

Not just generate very fast (wrong?) code
149

https://www.galois.com/articles/what-works-and-doesnt-selling-formal-methods
https://arxiv.org/abs/2502.05714
https://arxiv.org/abs/2505.23135
https://arxiv.org/abs/2501.16207


VeriBench: End-to-end Formal Code Verification 
Benchmark for AI Coding Agents
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VeriBench Novel Contributions

Real-Code & Security set, e.g., from the Python Standard Library

Evaluation with agents with SOTA trameworks like Trace & DSPy 
framework iteratively revises – Beyond chat-bot only evaluations

Tasks evaluate LLMs’ ability to perform end-to-end code verification

Going beyond writing only proofs → writing Formal Specification (tests 
+ theorems) in Lean4
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HumanEval - 56 tasks from Chen et al. (2021)

EasySet - 41 bite-size tasks

CSSet - 10 data structure & algorithm tasks

SecuritySet - 28 tasks from topics in MIT’s 6.858 course

RealCodeSet - 28 tasks e.g., from the Python Standard library

Dataset

152

https://arxiv.org/abs/2107.03374


Benchmark creation process
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Curation Procedures

Each file is curated by a human judge to ensure 

Lean Formal Specifications (=tests + theorems) are: 

correct 

exhaustive

not redundant

Human review is double check with an LLM review

catches anything that might be missing or still mistaken
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VeriBench: Example Gold Input Python File (X)

… …
155



VeriBench: Example Golden Output in File Lean 4 (Y)
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VeriBench: Example Simplified Json Real Code (X)
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VeriBench: Example Simplified Json Real Code (Y)
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What is Trustworthy Code via Verified Code?

● The problem: code can receive arbitrary inputs
○ So what does “verified code” means?
○ On a specific set of inputs (with property P)
○ We expect a specfic set of outputs (with property Q)
○ After running some code (say code C)

● The solution: Pre (P) & Post (Q) conditions (The Contract)
○ Verification: a mathematical statement P → Q
○ Also represented as {P} C {Q} (known as a Hoare Triple)

■ when C is exectued with P we satisfy Q (Hoare Triple)
○ Trust: we trust the code not because we tested it, but we proved it cannot violate the contract

● Pre & Post conditions (The Contract {P} C {Q})
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def my_add_nat(x: Int, y: Int) -> Int:
    """Implementation does addition x + b = z.  """
    if x >= 0 /\ y >= 0:
    return x + y
else:

raise Error

/-- Pre-condition: for natural numbers ie both are positive -/
def Pre (x: Int, y: Int) : Prop := x >= 0 /\ y >= 0

Code Verification: Pre/Post-Conditions (1)
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Implementation

/-- Post-condition: the output is satisfies all properties of addition-/
def Post (x: Int, y: Int) : Prop := Associativity       /\

         Commutativity    /\  … etc

Pre Condition

Post Condition



def my_add_nat(x: Int, y: Int) -> Int:
    """Implementation does addition x + b = z."""
    if x >= 0 /\ y >= 0:
    return x + y …

/-- Pre-condition: for natural numbers ie both are positive -/
def Pre (x: Int, y: Int) : Prop := x >= 0 /\ y >= 0

Code Verification: Correctness Theorem (Master) (2)
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/-- Post-condition: the output is satisfies all properties of addition -/
def Post (x: Int, y: Int) : Prop := Associativity       /\

         Commutativity    /\  … etc

/– Correctness (master) theorem: forall x, y, if Pre x y → Post x y -/
theorem Correctness (x y : Nat) (h_Pre : Pre s) : Post s (my_add x y) := by proof



Trace: Agent + Optimizer + Feedback

162

What is an agent? 

Agent := python code (worksflow) + LLM doing something semi automatically



Trace: Agent + Optimizer + Feedback
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Minimal Subgraph Propagation = Trace’s Backpropagation
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Trace Agent For Solving Formalization Task
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Enhanced Lean Compilation Error

Error discovered at line 51:
Message: <anonymous>:51:2: error: type mismatch
  h
has type
  x < 0 : Prop
but is expected to have type
  belowZero.helper 0 [x] = true : Prop

Error 
Message

Location 
Info
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Code context (indentation block):
    48 |   ∀ (x : Int), x < 0 → belowZero [x] = true := by
    49 |   intro x h
    50 |   simp [belowZero, helper]
>>  51 |   exact h

Note: The error was discovered during compilation at the 
marked line, but the actual error might be in a different line 
within this block.



LLM Judge Feedback
I'll analyze the candidate Lean 4 theorem statements for the `belowZero` function.

## Expected Properties:
- If the list is empty, the function returns false (base case)
- If all operations maintain a non-negative balance throughout, the function returns false
- If any operation causes the balance to become negative, the function returns true
- The function evaluates operations sequentially, accumulating the balance
- The initial balance is 0
- The function stops checking operations once a negative balance is detected

Properties

Rationale

Score
167

## Rationale:
The theorem statements only cover specific test cases rather than general properties. While they verify 
behavior on empty lists and some concrete examples, they fail to capture the essential invariants like 
"returns true if and only if some prefix of operations causes negative balance" or the relationship between 
operation sequences and results. The statements are essentially restatements of test cases without 
mathematical generalization.

## Score
3



Evaluations
● Agent 0: LLM Chat bot
● Agent 1: DSPy React Agent

○ Up to 50 iterative Lean 4 calls via PyPantograph
● Agent 2: Trace (Self-Debugging/compiler)

○ Combines self-debugging
● Trace+ (Self-Debugging/compiler + LLM Judge)

○ + Judge assesses Lean theorem quality
● Future work: AlphaApollo

○ Orchestration of tools and any LLM!
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Future Work: Testing AlphaApollo
● AlphaApollo is an agentic system

○ Orchestration: of multiple LLMs with powerful Tools (eg multiple provers)
○ Tools: Python Interpreter, Lean Compiler/Kernel, PyPantograph for Lean, WebSearch, anything!
○ Models: (any) prover or models

● AlphaApollo’s 
○ Per Instance Advantage: creates a Python program per instance (1) “static” agent Trace or DSPy
○ Test-time evolution: the model uses tools to iterate their Lean4 code

● Hypothesis: Alpha Apollo might have best performance! (due to 1 is my bet)
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Results

170



Unit Test Accuracy

Does the generate Lean implementation pass the gold unit tests? 
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Theorem Proving with VeriBench
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Formal Specification Quality

Are the test & theorems comprehensive & correct?

Via a Comparison with Human Made Gold Lean4 Reference File
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LLM Judge Trustworthiness Property

Novel Framework to trust LLM judges that is scalable 

Doesn’t depend on human judgements

Via Property checking

● Reflexivity (Identity) - Files the same?
● Monotonicity - Bugs
● Monotonicity - Missing Specification
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Reflexivity - can judge tell they are the same file?
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Monotonicity - as bugs increase, does score decrease?
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Monotonicity - as specs go missing, does score decrease?
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Do these properties come for Free?
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Reflexivity - can judge tell they are the same file?
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Monotonicity - as bugs increase, does score decrease?
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Monotonicity - as specs go missing, does score decrease?
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Conclusion
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Conclusion

● Era of Agents: Fast-generated code ≠ trustworthy code
● Scalable Oversight: Theorem Provers – like Lean4 

○ Especially as model gain super human abilities
○ Lean4 can verify

■ Google’s code base – with a final theorem
■ Reiman Hypothsis

● LLM Judges: Can we move beyond correlation to trust LLM judges?
○ Is there a more principle approach?
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Q & A
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● Part I: An Introduction to Trustworthy Machine Reasoning with 
Foundation Models (Bo Han, 30 mins)

● Part II: Techniques of Trustworthy Machine Reasoning with 
Foundation Models (Zhanke Zhou, 50 mins)

● Part III: Techniques of Trustworthy Machine Reasoning with 
Foundation Agents (Chentao Cao, 50 mins)

● Part IV: Applications of Trustworthy Machine Reasoning with AI 
Coding Agents (Brando Miranda, 50 mins)

● Part V: Closing Remarks (Zhanke Zhou, 10 mins)
● QA (10 mins)

The Structure of the Tutorial



PART V:
Closing Remarks
Zhanke Zhou (HKBU)



A Summary of the Tutorial

Part I: An Introduction to Trustworthy Machine Reasoning with Foundation Models 

● Powerful, Robust, Interpretable, Safe Reasoning

Part II: Techniques of Trustworthy Machine Reasoning with Foundation Models 

● Prompting, Test-time Scaling, Post-training Methods

Part III: Techniques of Trustworthy Machine Reasoning with Foundation Agents 

● Tool-augmented, Multi-agent, Multi-modal Reasoning

Part IV: Applications of Trustworthy Machine Reasoning with AI Coding Agents 

● Formal Verification of Code, Trustworthy Judge by LLM
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Trustworthy Machine Reasoning with Foundation Models
Powerful to solve complex tasks and 

accelerate scientific discovery
Robust to noisy inputs and perturbations 

and avoid being distracted or misled

Safe to reject adversarial attacks and        
avoid generating harmful content

Kosmos: An AI Scientist for Autonomous Discovery. Arxiv preprint, 2025.
The Art of Defending: A Systematic Evaluation and Analysis of LLM Defense Strategies on Safety and Over-Defensiveness. In ACL, 2024.
Landscape of Thoughts: Visualizing the Reasoning Process of Large Language Models. Arxiv preprint, 2025.

Interpretable to its reasoning process 
and avoid hallucination or lies
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Trustworthy Machine Reasoning with Foundation Models

Reasoning Techniques
● Prompting
● Test-time scaling
● RL/SFT post-training
● Tool-augmented reasoning
● Multi-agent reasoning
● Multi-modal reasoning

Trustworthy Issues
● Powerful reasoning
● Robust reasoning
● Safe reasoning
● Interpretable reasoning

Applications
● Mathematics
● Code & verification
● Multi-modality
● Healthcare
● Scientific discovery

LLM Post-Training: A Deep Dive into Reasoning Large Language Models. Arxiv preprint, 2025.
Trustworthy llms: a survey and guideline for evaluating large language models' alignment. Arxiv preprint, 2025.
Augmenting large language models with chemistry tools. In Nature Machine Intelligence, 2025.
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● Rethinking and understanding the existing reasoning techniques
○ e.g., how powerful/robust/interpretable/safe are these techniques?

Future Directions
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● Rethinking and understanding the existing reasoning techniques
○ e.g., how powerful/robust/interpretable/safe are these techniques?

● Design the next generation of reasoning techniques
○ e.g., self-learn/self-evolve methods for AI agents

Future Directions
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● Rethinking and understanding the existing reasoning techniques
○ e.g., how powerful/robust/interpretable/safe are these techniques?

● Design the next generation of reasoning techniques
○ e.g., self-learn/self-evolve methods for AI agents

● Applying trustworthy reasoning techniques to scientific discovery
○ e.g., mathematics, bioinformatics, physics, environment

Future Directions
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● Rethinking and understanding the existing reasoning techniques
○ e.g., how powerful/robust/interpretable/safe are these techniques?

● Design the next generation of reasoning techniques
○ e.g., self-learn/self-evolve methods for AI agents

● Applying trustworthy reasoning techniques to scientific discovery
○ e.g., mathematics, bioinformatics, physics, environment

● Applying trustworthy reasoning techniques to vertical domains
○ e.g., AI coding, healthcare, quantitative investment, remote sensing

Future Directions
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Future Directions

● Rethinking and understanding the existing reasoning techniques
○ e.g., how powerful/robust/interpretable/safe are these techniques?

● Design the next generation of reasoning techniques
○ e.g., self-learn/self-evolve methods for AI agents

● Applying trustworthy reasoning techniques to scientific discovery
○ e.g., mathematics, bioinformatics, physics, environment

● Applying trustworthy reasoning techniques to vertical domains
○ e.g., AI coding, healthcare, quantitative investment, remote sensing

● Constructing infrastructures and systems for trustworthy reasoning
○ e.g., asynchronous reasoning and tool execution, large-scale agentic learning and evolution
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System:
AlphaApollo

Methodology:
design methods and train models

Fundamental:
design fundamental/theoretical principles of machine reasoning

Understanding:
rethink existing methods; construct new benchmarks 

  AlphaApollo
Application:

AI4Sci, HealthCare, Embodied AI, etc.

Towards Trustworthy 
Reasoning Agents

Deploy Support
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Try AlphaApollo
Key features: Agentic Reasoning, Agentic Learning, Agentic Evolution
Website: https://alphaapollo.org
Github: https://github.com/tmlr-group/AlphaApollo
Technical report: https://arxiv.org/abs/2510.06261 

https://alphaapollo.org
https://github.com/tmlr-group/AlphaApollo
https://arxiv.org/abs/2510.06261


Thank you for listening!

Questions are welcome!

Slides uploaded:

https://trustworthy-machine-reasoning.github.io/ 

https://trustworthy-machine-reasoning.github.io/

